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Abstract. In this article, there was considered what blockchain term is and principles of its work.
Also there were listed the spheres in which blockchain is widely used around the world nowadays.

Blockchain term was firstly introduced in the paper about bitcoin term, but its usage is not limited
with cryptocurrencies and financial sphere. This technology is widely used in such areas as cybersecurity,
healthcare, voting, land cadastres etc.

One of the most significant feature that blockchain provided is ability to securely store and share
data across the network. There is a number of companies that offer user authentication or verify data
verification, such as documents, files, user identities etc.

In this articles there was described process of application development that enables customers to
validate certain products’ identity. It uses public key infrastructure and cryptographic algorithms to store
and append data to blockchain network. In order to add info about some product to blockchain, user has
to generate public and private keys, which are interconnected so that information encrypted by public key
can only be decrypted by private key. Any data to be added to blockchain contains digital signature,
which is based on data content and private key. This signature is then used to validate user’s identity.

Another cryptographic component that enables data consistency is hashing algorithm. It used to
map data of arbitrary size onto data of a fixed size and allows one to easily verify whether some input
data map onto a given hash value. If the input data is unknown, it is difficult to reconstruct it by knowing
the stored hash value. This feature provides data immutability, because each block in blockchain network
uses previous block’s hash.

Key words: blockchain, hash functions, cryptography, public key, private key, digital signature,
mining.

YK 004.031.43.

K.C. Jlyiice6exoBal, b. A. Tyku6aes!

MexyHapoJHbIH YHUBEPCUTET HHPOPMALIMOHHBIX TeXHOJIOTHH, I'. Anmatsl, Kazaxcran

HCHOJIb30BAHUE TEXHOJOI'MU BJIOKYEWH ITPU PASPABOTKE
NNPUJIOKEHUA U1 BEPUOGUKALIMUA TOBAPOB

AnHoTanus. B maHHO# cTaThe paccMaTpuBaeTCsl MOHSTHE OJOKYEHH, OMHCHIBACTCS
MPUHIUI €T0 PadOTHL, a TakXkKe c(hephl MPUMEHEHUS TaHHOU TEXHOJIOTHH.

Brnepsrie Omokyelin ObLT IpeI0cTaBlIeH BMECTE ¢ OUTKOWHOM, OJJHAKO B JTAHHBIN MOMEHT
chepbl ero NMPUMEHCHHSI HE OTPAaHUYMBAIOTCS TOJIBKO KpUNTOBAMIOTONH. CBOWCTBO OJIOKYEHH
0e30MacHO XpaHUTh JaHHBIE IO3BOJIMIIO CO3/aBaTh IUIATQOPMBI s ayTeHTU(UKAIMH U
Bepu(UKaIMY TOTh30BaTENNeH U TAHHBIX.

B ctarbe onuckiBaeTcs mporiecc HaMMCAHUs TPUIOKEHUS ISl BEpUPUKAIIUU TTPOYKTOB.
C mnomompio HWHOPACTPYKTYpbl TpPUBATHBIX W  MyOJNWYHBIX  KIFOYeH, a  Takke
KpunTorpaguieckux aaropuTMOB OBLTO CO3/aHO MPHIOKEHUE ]IS BBOJA JAHHBIX O TOBape,
KOTOpO€ BalUAUpPYyeT JaHHBbIe, a Takke /100aBlisgeT UX B CeTh OJoKuedH. B cBolo ouepenp,
MOOUIIEHOE TIPUIIOKEHUE, TTOIKIIIOUEHHOE K TAaHHOW CETH, TI03BOJISET MOJIb30BATENIO MPOBEPUTH
JTaHHBIE O TOBApe C MIOMOUIBIO €r0 MTPUX-KO/IA.
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B mHacrosimee BpeMss TpUMEHEHHE
TEXHOJIOTHUHI OJIOKYeiH CTaHOBUTCS
normyJsipHeIM.  XOTSI 0 OJIOKueitHe Havyan
TOBOPHUTH C MOSIBJICHHEM TaKOTO MOHSATHUS Kak
OWTKOWH, aHHAs TEXHOJOTHS HAaXOIHUT CBOE
MIPUMEHECHHE B 3/IpaBOOXpaHEHUH,
TOCYJTAPCTBEHHBIX WHUIIMATUB, 3EMEJIHHOM
KaJlacTpe U APyTUX cdepax.

brmokueitn  (aHrin.  «blockchainy,
«block» - Onok, «chain» - 1emp) SBISETCS
BBEICTPOSHHOU 110 OIpPENIeIEHHBIM TIpaBHIIaM
HeMpephIBHOU MOCIIe0BATEIHHOCTHIO
IEToYeK OJIOKOB, KOTOPBIE COJNIEp)KAT HEKHe
naHHbIe. Yalne Bcero KOMUM IemovYek OJI0KOB
XpaHsTCs Ha MHOJKECTBE pasHBIX
KOMITBIOTEPOB, CEPBEPOB, HE 3aBHUCSIIUX
apyr oT apyra. OCHOBHOW 0OCOOEHHOCTBIO
OloKyeitHa SIBJISIETCS UCIOJIb30BaHUE
KpUITOTpaQUecKuX alrOpUTMOB, KOTOPBIE
o0ecreynBaoT HEMOJIJIETbHOCTh u
IIEJTOCTHOCTh JTAaHHBIX [1].

O OnokueitHe BHEpPBBIE YIIOMUHATIOCH
B 2008 romy B crtatbe «buTkoWH: muppoBas
MUPUHTOBasl cucteMa Iuarexeiy (Bitcoin: A
Peer-to-Peer Electronic Cash System) ¢
ABTOPCTBOM YeJIOBEKa WM TPYMIBI JIUI MO
nceBnoHnMoM Satoshi Nakamoto. B craree

ObUTM  ONMUCAHbl MPUHIUIBI  MOCTPOEHUS
OJHOPAHTOBOM  IIJIATEXXKHOM  CHCTEMBI  C
BO3MOXXHOCTBIO ~ COBEpILIATh  3JIEKTPOHHBIE

TpaH3aKIUA MEXAYy YYacTHUKAMM JIaHHOM
CUCTEMHI [2].

['maBHBIM [PEUMYIIECTBOM
TEXHOJIOTHH Oy0KueliHa SIBJISIETCS
0€30MacHOCTh OCYIIECTBIISIEMbIX TpaH3aKIUHi
(omepanuii mo no0aBiIeHUIO JaHHBIX). Bcee
MPOBOJMMBIE  TpPaH3aKIUU  HE  TOJBKO
MPO3pavyHbl U MOJBEPKEHBI MHOKECTBEHHOMY
KOIUPOBAHUIO, & TaKXke SIBISIOTCS O0BEKTOM
MOATBEPK/ICHUSI KaXXJOTO0 YYacCTHUKA CETH.
Takum oOpa3zom, y J000T0 y4YacTHHKA

rporiecca nMeeTcst BO3MO>KHOCTB
IIPOCMOTPETH uH(popMaIuio JIPyTUX
TpaH3aKIUU.

AxTtyanbHocTh. CBOHCTBO OJIOKYEHH
XPaHUTh HENOJEIbHBIC JaHHBbIE OTKPBIBAET
IIUPOKUH  CIIEKTP Ppa3BUTUS  Pa3JIMUHBIX
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wiatdopm ayTeHTU(UKAIHH
Bepudukanuu.

B 2016 roxy nauanace pa3paboTka u
TECTUPOBAHUE MIePBBIX pelieHu,
MOCTPOCHHBIX Ha OTKPBITOH  IIatdopme
Ethereum, «koropas mo3Bonsma 00OUTH
orpannueHus Bitcoin-610k4eiiHa.

OpHuM W3 TEepBBIX pelIeHuH B
obrmacth  TpuMeHeHUs ~ OJNOKYeHH s
BepuUKauu ObUT CcepBUC BepUUKAIHIA
BPEMEHHBIX  METOK Acronis  Notary.
Texnomoruss OblTa peajn3oBaHa B paMKax
dyHKIIHOHATIA MPOJTyKTa JUTSI
WHIVUBUAYATbHBIX —MOJIb30BaTeei  Acronis
True Image 2017 New Generation. C ero
MTOMOIIBI0 MOXHO TPOBEPSATh Ay TEHTHYHOCTH
XPaHSIIUXCS. B PE3ePBHBIX KOMUSX JAHHBIX.
Hampumep, My3BIKaHTBI WIH  XYJOKHUKH
MOTYT MOATBEPXKIATh J1aTy U BpeMs CO3TaHMUsI
CBOMX TMPOW3BEJCHUHA, TMPEAOCTaBIsIsI B
KauecTBe JoKa3aTelbcTBa  cepTu(uKar
Acronis Notary ¢ yka3aHweM JaHHOMN
uHpOpMANMK, HapsSAy C METaAaHHBIMHA O
CaMOM IPOU3BEICHUN.

Hpyrum CEpPBHUCOM, TaKke
npenaoxkeHHbIM Acronis Notary, siBisieTcs
Acronis  ASign. Pemenwue OTKPBLIO
BO3MOXKHOCTh  DJIEKTPOHHOTO  TOJITHCAHHUSI
pe3€pBHBIX KOTTAI JIOKyMEHTOB c
aBTOMAaTUYECKOMN HOTapu3aluen.
[Tonp30Barenu 3arpyaroT B 001ako Acronis,
MOJIMUCAHHBIE CO CBOEH CTOPOHBI JJOKYMEHTHI

JJIA Hu

U pacchUlalOT  JIpyTUM  TOJIUCAHTaM
JJIeKTpOHHBIE Tpuriamenus. Kaxasid u3
MOJANUCAHTOB 3aXOJUT B 00Jlako U ¢

MOMOIIBIO CTIeUATFHOTO UHTep(delica cTaBUT
CBOIO 3JIEKTPOHHYIO MOJIUCH Ha JIOKYMEHTE.
Takum  oOpazoM,  MexAy  CTOpOHAMU
«TOJIUCBIBAETCS» CBOErO pojJa JOroBOP,
KOTOpBI aBTOMATUYECKH (UKCUPYETCS B
Oyi0KueitHe.

Ha cerogHsimHuil J1€Hb CyINECTBYIOT
psAn pemieHuH U OpUMEHEHUH OJoKYeiH-
TEXHOJIOTMM JUISL CO3JAHUsl IIPOEKTOB IS

BepU(HKAIUUA TPOIYKTOB. K mnpumepy,
CEPBHC Blockverify mpejiaraet
MPOU3BOJIUTEIIIM  MapKUpPOBAaTh  KaXKIbIA

MPOJIYKT Ha 3Tale MPOU3BOJICTBA U TTOCTABKH,
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TaKuM 00pa3zoM, YTO MOKyTaTellb, B KOHEYHOM
UTOTE MOXET TMPOBEPHUTh  TOUIMHHOCTH
MPOAYKIHUH, & TAKKE UCTOPHIO MEepeMeIIeHui
¥ TOCTaBKH JTAHHOTO TOBapa. AHAJIOTHYHBIN
CepBUC Orygene MIpeI0CTaBIIsIET
BO3MOKHOCTh ~ BepH(HIIMPOBATH  TOBAPHI,
JIOKYMEHTBI, a TakXe MOCBUIKH € IOMOIUIbIO
MOOMIBFHOTO TIPUIIOKEHHS Ha 0a3e OJIOKUYEeHH.
Pa3paboTka. PKI (public-key
cryptography) 3TO KpuITorpadpudeckas
cucTeMa, KOTopasi UCHOJb3yeT Mapy KIrouel.
[lyOnuuHBIi ~ KJIIOY ~ WMCHONB3yeTcs IS
pacrpocTpaHeHus, B TO  BpeMs  Kak
MPUBATHBIA KJTIOY W3BECTEH TOJBKO CaMOMY
MOJIb30BATENMO. AyTeHTU(UKAIUS JTAHHOTO
MOJTE30BATENST TIPOBOJUTCS C TIOMOIIBIO €ro
nyOJIMYHOrO KIIIOYa, a MPHUBATHBIA KIIIOY
WCTIOB3YeTCSl I paciupOBKU JTaHHEBIX,
3amu(poBaHHBIX MyOJIUYHBIM KITto4oM [3].
Xem GpyHKIUEH Ha3bIBaeTCs (PyHKIIHS,
KOoTOpast npeobpa3zyer JTaHHbIE
MPOW3BOJILHOTO  pa3Mepa B JIaHHBIC
¢ukcupoBaHHOrO pazmepa. Pesyiabrarom xerr
GyHKIMH Ha3bBarOTCs Xemu. Takue GyHKIum
UCTOJB3YIOTCS JUIsl TMOMCKAa TyOJIMKAaToB B
OonpImux 0a3zax JaHHBIX, a TakKe IIHPOKO

HCIIOJIB3YIOTCS B KpUnTorpagum.
Kpunrorpaduaeckne XTI GyHKIIAN
MO3BOJISIIOT OBICTPO IPOBEPUT,
COOTBETCTBYIOT ~ JIM  BXOJHBIC  JAHHBIC

OTpPENIEICHHOMY XeIlly, OJHAKO IPOBEpPUTH

M3HA4YaJIbHOE 3HAYEHUE OIPEEIIEHHOIO Xella
OYeHb CJIOXKHO. BakHOW 0OCOOEHHOCTIO Xell
GyHKIUN  SBISETCS TO, YTO HW3MEHEHHE
OlIHOTO OaiTa BXOJHBIX JIAHHBIX MOXET
U3MEHUTH BECh PE3YIbTUPYIOIINMA XeIl.

JIst ycrnoKHEeHUsI HaxXOKISHUs Xellen

OMTKOMH ¥ JpyrHe  KPUNTOBAIIOTHI,
OCHOBaHHbIe Ha OJOKYelHe, WCIONb3YIOT
J00aBOYHBI  mapameTp nonce. JlaHHBIN
rmapamMeTp  SIBISIETCS ~ HEKUM  YHUCJIOM,
UCTIONIB3Ysl KOTOPBIA TpeOyeTcsl MOy4HUTh
Xell C OmpeleieHHbIM cBodcTBOM. K
npuMepy, B  OWTKOWHE  HEOOXOIUMBIM
YCJIOBHSIM  HAXOXICHUS  X€lla  SIBISIETCS
OIIPENEIICHHOE  KOJIMYECTBO  HyJled B

pe3yJibTare Xem (QyHKIIHH.

B Omokueline mgaHHBIE XpaHATCA B
0J10KaX, KOTOpBIE, B CBOIO OYepeb, XPaHST
TpaH3akiuu (maHHbIe). UTOOBI 100ABUTH
HOBBIE  OJOK B OJOKYEHH,  HYXHO
UCIOJIB30BaTh Xel TPEeJbIIYIIero OJoKa.
Takum o6pa3om, mO0bIe U3MEHEHUS JaHHBIX
B TMpeAplayleM OJIOKe HM3MEHST XeIl BCEero
0710ka, Ha OCHOBE KOTOPOTro OBLI CO3/aH

clefyrommii  OJIOK, dYTO B  pe3yjbTare
MPUBOIAT K HEBATUHOCTH BceX
MOCTe Iy OIUX OJIOKOB TAaHHBIX.

Jnst paGoTel B OJIOKYEHH CeTH

HOJIL30BATEIN JAHHOU CHUCTEMBI HEOOXOIHUMO
CTeHEpHpOBaTh IyOJMYHBIA ¥ TPUBATHBIC
KJTFOYH.

FeHepaumsa Kniovei

HamMHTe KHONKY HAXE [UIR FEHEPaLNK BALLAX YHHKENbHbIX KN0Yel

MySnndspi xnoy:

30819f300d06092a864886170d0107101050003818d0030818902818100ch7fcbfdea’al001e5d9eb2810020007a75ce43d

b340f1fd7ibcbef7c5dd72c4ecsf3888f94222525(c(ab269a60d7c45ca131c908d68e502c9a37e8b327746c1719ef54e651
e8d1901cf74ea?f322ddbalddei02eccabdd2efcadiE1e80262715991c6750790871371584501661d948331d834d928ef8e5

5656c7be2bbbbalf0203010001

MpUBaTHBIA KITKOY;

3082025c02010002818100ch7icbidee?al001e5d9eb2B10020007a75ce43db340f Hd7fbcbef7c5d47 2cd4ec51 3098194222

525fc0a6269a60d7c45ca131c908d682502c9a37e9b327746c1719ef54e65{e8d1901ci74ea7f322ddbalddef02eccabdd 2ef
cadf61e9026271599{c67507908713715948¢1661d948331d834d928efRe55656¢7beZbbbbalf020301000102818075420
f46239afcOcdbeB74aZe20e741bf409078f3111d33e91d32d6ad1f867a566da3bi 3147567 2176b0b331fc749eff8bacBaB6718

c38f6a2acbe59101d44ec586c763bcc541f5ff3492181cdbefcabd6427daBdb00c89cE9a75f4554d7531183bfe1e86852e67

Puc. 1 — I'enepauus kinoueii
Fig. 1 — Keys generation

Jlasiee monp3oBaTeNlb BBOJUT JIaHHBIE
0 TOBape, a TakXe cBoW KiIouu. Ha manHOM
dTame OT TOJIb30BaTessl MyONUYHBIA KITIOY
HEOOX0MM JUTST TIOATBEPXKICHUS TH(POBOit
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MOJIINCH, KOTOpas, B CBOIO  OYEpE/Ib,
(dopmupyeTcss Ha OCHOBE TPUBATHOTO KIIFOYA
M0JIb30BATEIIS.
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Baw nyBnuuHei
KINsod:

Baw npWaaTHLIR
LYLLH

MpouasonuTens: Food Empire Holdings Limited

Liirpux-xop Tosapa: 887200146005

HaumeHosaHe: MacCoffee 3in1 Americano Creme

Onucanue ToBapa:

308191300d06092a864 886f70d010101050003818d0030818202818100cb7fcbidee?all01e5d9eb2810020007a7 5ced 3¢

3082025c02010002818100ch7cbfdee’all01ebd9eb2810020007a75ced3db340fd7fbcbef7c5d4 7 2cdechi3998194 220

MacCoffee Original is 100% pure soluble coffee granules, made from a perfect combination of Central and South Americar

CreHepupoBaTh 3ankch

Puc. 2 — Beoa gaHHBIX O MPOaYyKTe
Fig. 2 — Filling info about the product

MNogTeepawuTe petany sanucu

MyBANYHbIA Kou:

30819f300d06092a864886f70d010101050003818d003081

MpoussoauTens:

Food Empire Holdings Limited

LTpux-Kop ToBapa:

8872980146005

HaumeHoBaHwe:

MacCoffee 3in1 Americano Creme

OnucaHue:

MacCoffee Original is 100% pure soluble coffee granules, ma

Lindposas nognuck AaHHOMK 3anncu

a09aab78231403d566546e025bc7a7d25¢93be1856d8417e

MoaTeepauTh 3anNUCh

Puc. 3 — [lonrBepxaeHre qJaHHBIX
Fig. 3 — Data confirmation

3areM  ¢opmupyercs  nudposas
MOJITUCh, ¥ HapsAy € MyOJMYHBIM KIIFOUOM,
STH JaHHBIC OTIPABJISIOTCS HAa MaWHUHT.
MaiiHuHT - mporecc J00aBJICHHS 3alliCh B
OJIOKYENH. B mporiecce MaiHUHTa
MIPOU3BOJIATCS IIPOBEPKa BAJIMTHOCTH
i poBoit TIOJIITUCH, a TaxKe
Kpunrorpaguueckue BBIUKCIICHHS JUISE
obecriedenusi 0€30MMaCHOCTH TIPU JOO0ABICHUN
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3aIIACH ceTb Osokuein. Bamumarus
MOIHUCH MPOXOIUT c ITOMOIIIBIO
MPEJIOCTABIICHHOTO TYOJIMYHOTO KJ0Ya M
IaHHBIX O 3aIlHCH.

B MOOWIBEHOM MPHIOKEHUH JTaHHOTO
IIPOEKTA I0JIH30BATEIh MOYKET OTCKAaHUPOBATH
ITPUX-KOJT TOBapa M MPOU3BECTH TOUCK IIO
JJAHHOM KOJIly TI0O BCEM 3alliCsIM JaHHOM
OJIOKYEIH ceTH.

B
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& MacCoffee 3in1

HaumeHoBaHue

MacCoffee 3in1

MpoussoguTens
Food Empire Holdings Limited

Onuncanue

MacCoffee Original is 100% pure soluble coffee
granules, made from a perfect combination of Central
and South American Arabica beans, which have been
roasted to perfection. It has an amazing aroma, rich
in taste and an easy lingering finish. Chosen by our
clients as an all-time favorite, this instant coffee is
always in high demand and definitely the right way to
start the day.

LUTpux-kop
8887290146005

My6nnyHbIA KNIOY

30819f300d06092a864886f704010101050003818d
0030818902818100ch7fcbfdee7a1001e5d9eb2810
020007a75 7c5d472c4ec5f3
998f94222525fcDab269a60d7c45ca131c908d68e5
02c9a37e9b327746¢1719ef54e65fe8d1901cf74ea?
f322ddba’ddef02ecca5dd2cfcadfe1e902627159%fc
67507908713715949c1661d948331d834d928ef8e5
5656¢7be2bbbba0f0203010001

Puc. 4 — CkanupoBaHue v MHPOpMALMS O MPOIYKTE
Fig. 4 — Scanning and displaying information about the product

Hwxe onuceiBaeTest KOJI OCHOBHOM JIOTUKH JAHHOTO TIPOSKTa Ha CTOPOHE OJIOKYCHH.

Puc. 5 — Kox noruku 010k4eiiH
Fig. 5 — Blockchain logic code
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Puc. 6 — Kox moruku 01ok4yeiiH
Fig. 6 — Blockchain logic code

BeiBoanl. B manHOil crartbe OBLIO
JJAaHO OIIMCAHUE IIOHATHS OJIOKYCHH, OBLIM
3aTPOHYTHI €r0 TPEHMYIIeCTBa, a TaKke
MPUMEHEHHE JaHHOW TEeXHOJIOTUH B cdepe
ayTeHTU(UKAIMA U BepHUKAIIH.

B uHPOPMAIIMOHHBIT BEK
0€30IMacHOCTh W IEJIOCTHOCTh JIAHHBIX MTpacT
Oonprryto poib. llo aToif mpuumHe, Takue

B crathe omumchiBaeTCS TEXHHUYECKAsS
cTopoHa (YHKIMOHHPOBAHMS OJOKUEHH Ha
npuMepe  pa3padOTKH — MPWIOKEHHS IS
BepupUKAUK  TOBapa. C  nomoik0
UHPPACTPYKTYPHI TPUBATHBIX M ITyOIHYHBIX
KIIoUed, a Takke KpUOTOrpaduyuecKux
JTOPUTMOB OBLTIO pa3paboTaHO MOOWIBHOE
NPWIOKEHUE NIl TPOBEPKH BaTHIHOCTH

MPEUMYIIIECTBA OJIOKYCHH Kak  TOBapOB C WCIOJB30BAHUEM TEXHOJIOTUH
HEM3MEHSIEMOCTh W PAacCIpeNieIeHHOCTh  OJIOKYElH.
JIAHHBIX AKTHBHO TPUMEHSIOTCS B pa3sHbBIX
chepax.
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