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Abstract. In this article, there was considered what blockchain term is and principles of its work. 
Also there were listed the spheres in which blockchain is widely used around the world nowadays. 

Blockchain term was firstly introduced in the paper about bitcoin term, but its usage is not limited 
with cryptocurrencies and financial sphere. This technology is widely used in such areas as cybersecurity, 
healthcare, voting, land cadastres etc.

One of the most significant feature that blockchain provided is ability to securely store and share 
data across the network. There is a number of companies that offer user authentication or verify data 
verification, such as documents, files, user identities etc.

In this articles there was described process of application development that enables customers to 
validate certain products’ identity. It uses public key infrastructure and cryptographic algorithms to store 
and append data to blockchain network. In order to add info about some product to blockchain, user has 
to generate public and private keys, which are interconnected so that information encrypted by public key 
can only be decrypted by private key. Any data to be added to blockchain contains digital signature, 
which is based on data content and private key. This signature is then used to validate user’s identity. 

Another cryptographic component that enables data consistency is hashing algorithm. It used to 
map data of arbitrary size onto data of a fixed size and allows one to easily verify whether some input 
data map onto a given hash value. If the input data is unknown, it is difficult to reconstruct it by knowing 
the stored hash value. This feature provides data immutability, because each block in blockchain network 
uses previous block’s hash.
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Fig. 1 – Keys generation
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Fig. 2 – Filling info about the product
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Fig. 3 – Data confirmation
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–
Fig. 4 – Scanning and displaying information about the product

–
Fig. 5 – Blockchain logic code
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–
Fig. 6 – Blockchain logic code
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